ASAP Manual

Introduction

The need to run a program with administrative rights is often a reason why users "have to" be made
local administrators on a client PC or server.

Local admin rights always represent a security gap; they should only be used for program installation.
Daily work on the PC should be carried out with normal user rights. Unfortunately, this is not always
feasible. A program often needs administrative rights to access resources and requires an administrative
account to be specified.

Integrated Windows tools for starting a program with administrative rights are either "RunAs" on the
command line or "Run as different user" in the Explorer. The "RunAs" command of the Windows
operating system is good in its approach: A program is started with alternative (usually administrative)
login information.

Disadvantage: The user must know this login information and may also use it to log in or to start other
applications.

ASAP can be used to start an application with alternative administrative credentials, both locally and
centrally. The use of ASAP is safe because encryption and checksums are used.

#a

°ask:us
ASAP Manual 2021-08-16 Page 1 of 26




Content

1 ASAP OVEIVIEW ...ttt ettt ettt ettt ettt e e e e e e e e e e e e e e e e e e e eeeees 3
I R Y Y NS Y A PO PPPR 3
1.2 ASAP COMPONENES ..oetitiiiieeiet ettt e e e et eab e e e e s e e e tea e e e e et ees b e s e e e s eeetebaeeeaeseesbananeeeeeeesersanns 3
1.3 ASAP VEISIONS .....tiieiitii ittt ettt e e s e s Rt e st e b e e s Rt e e R et e an e e e R et e R e n e nnes 4

2 ASAP CONfIQUIALOT ... e e e e e e e e e e 5
2.1 Use the Wizard to Create an Administrative Link (.eLNK) ........ccccovriiiiiiiiie e 5
2.2 Direct Creation of an Administrative Link (without Wizard)...........cocoeeeiiiiiiiiiiiieeciiiee e 10
2.3 How to Adjust an Existing Administrative LiNK ...........cccooeir i 11

2.4 Restricting Access to Administrative Links to Certain Users or Groups (ASAP for Enterprise) 12

2.5 USAQE EXAMPIES ...ttt —————— 14
2.5.1 Usage Example 1: Installing @ .MSI ... 14
2.5.2 Usage Example 2: RUNNING @ .PSL ... 15
2.5.3 Usage Example 3: RUNNING @ .VBS ...ttt 15
2.5.4 Usage Example 4: Running a .BAT OF .CMD.......cuuiiiiiiiiiiiiiiiee et 15
2.5.5 Usage Example 5: RUNNING @ .MSC .......ooiiiiiiiiiiiiiee ettt 15
B ASAPR GUI o 16
3.1 Adding Storage Locations t0 ASAP GUI ..o 17
3.2 ASAP GUI COIOrS ...ttt ettt ettt e e e e e s et bbbt e e e e e e e s abbbe e e e e e e e e aannbbeneeeeens 19
4 ASAP FAQ - Frequently Asked QUESLIONS ...........uiiiiiieiiiiiiiiicee e 20

#a

cask:us
ASAP Manual 2021-08-16 Page 2 of 26




1 ASAP Overview
1.1 Why ASAP?

Run Programs with Administrative Credentials

Do you work under Windows and want to start a certain program with administrative rights without being
logged in as a local administrator?

With Windows on-board tools, you can use the “Run as administrator” option, but each time you have
to enter the name and password of another user who has the appropriate administrative rights.

Our Solution: ASAP = Automatic and Secure Admincredentials Provider

With ASAP you can create a link to a program and save both the name and the password of an
administrative user in this link.

If you then start this program via the ASAP link, it will be automatically run with the credentials of the
saved user. Therefore, ASAP links can also be made available to other users without them knowing the
name or password of the administrative user account.

ASAP links are created as .eLnk ("encrypted link") files, i.e. the stored user password is stored in
encrypted form.

1.2 ASAP Components

ASAP consists of the following components:

e ASAP Configurator
o Assists you in creating the links.
o Allows you to change settings in existing links.

e ASAP GUI
o Lists available links and allows to start them from a central tool.
o Links can be pre-configured and centrally made available.

e ASAP.EXE
o The actual ASAP application that executes an .EXE with alternative administrative
rights.

o ASAP_wrapper
o UAC (User Account Control) wrapper that enables applications to be executed
with administrative permissions despite enabled UAC.

After you have installed ASAP, the first two components are available in the Start Menu:

SAP Configurator

SAP GUI

cask:us

ASAP Manual 2021-08-16 Page 3 of 26



1.3 ASAP Versions

ASAP is available in the following two versions:

e ASAP for Local Use
ASAP can be used to start a program with credentials of a local user (not a domain user). This
version is free of charge and can also be used in companies. However, it does not have all of
the features.

e ASAP for Enterprise
When using user accounts from an Active Directory domain, licenses have to be purchased per
operating system running ASAP: Depending on the number of licenses, the price per license is
between € 3 and € 5.

The following table provides an overview of the ASAP functions and their availability in both versions:

ASAP ASAP
for Local Use for Enterprise

Function

Provide user credentials for the start of programs.

Provide user credentials for the start of programs.

Start a program from any path /

relative path for the ASAP link.

Use of a checksum to prevent the change of the
specified .EXE.

Open and modify existing .eLnk files.

Use of a local administrative user account to start an
application.
Use of a domain account to start an application.

Allow an application to run only once.

Only allow certain users or groups to use .eLnk files.

Display all available .eLnk files in a central tool (ASAP
GUI).

Centrally provide pre-configured .eLnk files to multiple
users (ASAP GUI).

Use privately or in the company.
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License Costs per PC

w
Q)
()]

free of charge €
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2 ASAP Configurator

2.1 Use the Wizard to Create an Administrative Link (.eLnk)

How to create an administrative shortcut, e.g. start "cmd.exe" as local administrator:

Step 1/6:

Run ASAP Configurator from the Start Menu and
click "Start wizard".

ASAP Configuration Wizard (1/8)

ASAP Conhgurator - Information

Welcome to the ASAP elnk creation wizard!

ASAP shortcuts are used to start an application with
altemate admin credentials. These elnk links work like
nomal shortcuts, but they do have some advantages:

1. Admin Credentials are stored inside the .elnk file.
This enables you to distrbute the elnk shortout with
Software Distribution .

2. Security is built4n: Restrict access to users or groups
=» ASAP links are flexible and secure

To use the new shortcut, simply double—click it
Choose the wizard or proceed directly to the summany
page.

B Dont use wizard, directly go to summary page

Open elnk Start

ASAP Configurator - Configuration Starl Page

Step 2/6:
Click the green folder icon to select the program

Application and startup parameters (2/6)

Specify the path to the application:

Specify the application that should be started,
together with optional command line parameters.
Make sure to enter the parameters exactly as you
would type them on a command line. Environment
vanables will be expanded automatically.

- Advanced options:
* Skip plausibility checks (see manual)

Path to application (.exe)
«path to application exe>
Startup / command line parameters (optional)

Jparameters:

Start in... (Work Dir) (optional)

<startup dir>

Options
Expand “environment vanables™ in
parameters at runtime

B Dont check if the app is present on this system

- il e

canod

that you want to run with administrative privileges.

Select the desired .EXE, e.g.
C:\Windows\System32\cmd.exe.

<« © 4 |« Windows (C) > Windows » System32 v © P System32 durchsuchen
Organisieren » Neuer Ordner v ™ @
A MName Anderungsdatum e 2
t 4 Lu=] Liouar exe 19.U3.2U19 US43 Anue g
Dokumente & cmd.exe 13112013 1421 ng
& Downlods # gcmdkeyaxa 19.03.2013 05:45 ng
5 cmaiz2. 19.03.2019 05:45
(=] Bilder » B— B s
= v o< >
Datamame“:md.ae v‘ | Application (*.exe] ~|

ASAP always expects an .EXE file as an
executable application.

The path and name of the .EXE must not contain
quotation marks, even if there are spaces in the
name.

Other applications can be started using the "Startup
/ command line parameters" field. Please note the
usage examples in Chapter 2.5.

With ASAP version 2.9.0.0 it is also possible to
specify a work directory: Start in.... (Work Dir)
(optional).
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Application and startup parameters (2/6)

Specify the path to the application:

Specify the application that should be started,
together with optional command line parameters.
Make sure to enter the parameters exactly as yo
would type them on a command line. Envi :
variables will be expanded automatically,

- Advanced options:
* Skip plausibility checks

Path to application ( exe)

C:\Windows\Systegr32\cmd
Startup / commaid line parameters (optional)

Jparameters:
Start in... (Work Dir) (optional)

Options
% Expand “environment variables% in
parameters at runtime

B Dont check if the app is present on this system

-— [ ] ] -

cancal

Alternate credentials (3/6)
Specify the alternate credentials:

You should specify a domain account for network access) -or-a
local account ffor local use only).

- Enter your domain or enter " for a local account.
- Enter the usemame that should start the application.
- Enter the password for the account specified.

~ Llse mv own credentials

Domain * User

M admin_ASAP
FEERRRRRRES

l Dont hide cha

Password

Achvancoed Opons

Beispiel fir einen Doméanenbenutzer (Enterprise

Version erforderlich):

Use my own credentials

Domain ' User [EE

Paz=zword
i W Dont hide cha

If your application is to be started with additional
parameters, you can enter them in the "Startup /
ommandline parameters (optional)" field.

For example, you can select "C:\Windows\
System32\mmc.exe" as application and assign it the
start parameter "devmgmt.msc" to start the device
manager with administrative rights.

The check box next to the option "Expand%
environment variables% .." can no longer be
deactivated as of ASAP version 2.2.0.0.

The option "Don’t check if the app is present..."
should only be used if absolutely necessary
because in this case no checksum will be created for
this application. This would make it possible to
exchange the specified .EXE for another with the
same name, which will then also be run with
administrative rights.

Click the arrow in the lower right corner to continue
and enter the user credentials for the administrative
account.

Step 3/6:

Enter the user with whose credentials you want to
start the program:

Domain: Enter the name of your domain here or,
alternatively, a dot (.) to use a local user account.

© The free ASAP version can only be used with
local accounts. To be able to specify a domain
user, you need the enterprise version of ASAP.

User: Enter the name of the desired user who has
administrative rights on the PC.

In the example on the left "admin_ASAP" is used as
a local user account and "admin_as" for a domain
user from the "askus" domain.

Password: Enter the password of your
administrative user account in the left field and
confirm it by entering it again in the right field. After
correctly repeating the password, a green tick
appears to the right of the repetition field as
confirmation.

Click "Don’t hide characters" if you want to check
the password.

Click on the arrow at the bottom right to go to the
"Advanced Options".
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Advanced options (4/6)

Configure advanced options

Options for advanced users:

Don' change these options, if you are not sure, or read the manual for additional
information.
- Add a checksum to the shortcut to avoid spoofing.
(Spoofing = ancther application is started instead). Default: CHECKED
- Restrict access to this shortcut (/w license only).
- Convert the application path to a relative path. Default: NOT checked.
- Execute this application only once per PC. Default: NOT checked.

Recommendation: No changes.

Use a checksum to to prohibit easy application spoofing
ommended)

06  Version:

Restric s to this .eLnk file to
certain users / groups:

Company: Microsaft

Convert the application startup path to be a relative path (relative
to the shortcut location)

Execute thiz shortcut only once per computer (e.g. for an initial

configuration}

—

i o

Location for the new shortcut (5/6)
Where do you want to store the new

ASAP shortcut?

The shortcut needs to be stored in a location where you have
write access, either in a public location for all users or in a
personal location.

Tip: Some companies store pre-configured .eLnk shortcuts on a

network share, e.g. as a collection of links provided by the Help
Desk, or send the .eLnks via mail.

O Select a custom path to store the .elnk file
Specify .elnk file name and path

Advanced Opsons

« v p < DATADRIVEL... > My ASAP Files v O S "My ASAP Files" durchsuchen

Organisieren ~

Neuer Ordner Bz~ (7]

B 3D-Objekte A Name
&= Bilder

I Deskiop

Dokumente

< Downloads

B Musik

B videos

= as(\\192.168.12,

i Windows (C)

Anderungsdatum e

Es wurden keine Suchergebnisse gefunden.

), Die Datel E\MY ASAP Files\cma.eink ist nicht vorhanden.
Machten Sie sie erstellen?

s Recovery Image
— DATADRIVET (E)

= common (\iaskt ¥ €

B Select location and name of the new .elnk file x

Dateiname: ~]

Dateityp: | ASAP shortcut (*.eLnk] v

# Ordner ausblenden

Step 4/6:
More information about the Advanced Options:

"Use a checksum...." -> ATTENTION: Deactivating
this option can allow users to replace the specified
program with another .EXE with the same name.

"Restrict access...." -> The function is only available
in the Enterprise version and can restrict the use of
the .eLnk file to certain users or groups. You can find
a more detailed description of this feature in Chapter
2.4,

"Convert the application startup path...." ->

For our example, the path to the command prompt
is converted as follows:
"C:\Windows\System32\cmd.exe" becomes
"\cmd.exe". In this case the .eLnk file must also be
saved under "C:\Windows\System32". (Useful if an
.EXE is to be distributed together with the .eLnk and
saved in any location.)

"Execute this shortcut only once..." -> The .eLnk
file can only be executed once.

Step 5/6:

Click the green folder icon to specify the path under
which you want to save the ASAP shortcut.

Indicate where you want to save the .eLnk file.
Click "Save".

< DATADRIVEL... » My ASAP Files v & My ASAP Files” durchsuch

P0Otjdte A Hame
i
B Desitop

& Dokumente
& Oownloads

B Musik

B Videos
216812
i Windews (C)

= Recovery Image
— DATADRIVE (E)
- common Magk ¥ € »
Dateinarme: | cd.eink
Datetyp: ASAP shortcut "elnk) =

A Ordnes ausblenden

Confirm with "Yes" that the
created.

.eLnk file should be
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Location for the new shortcut (5/6)

Where do you want to store the new
ASAP shortcut?

The shortcut needs to be stored in a location where you have
write access, either in a public location for all users orina
personal location.

Tip: Some companies store pre-configured .eLnk shortcuts on a
network share, £.9. as a collection of links provided by the Help
Desk, or zend the .eLnks via mail.

ustom path to store the elnk file
v .elnk file name and path:

gy E\My ASAP Files\cmd.elnk -_—

Finally: Short Description for ASAP GUI (6/6)

What should be displayed as description for this .eLnk file? (in ASAP GUI)

OPTONAL: Any descriptive text for the eLnk file entered here will be displayed in the ASAP GUI. It will also be displayed on
the command line when ASAP runs this .eLnk shortcut.

Please keep in mind that a short. meaningfull text is a perfect choice. as notall of the text will be displays =TSA
When you are done, proceed to review your sefings on the summary page.
Short description (<100 characters). It will be displayed =.. ASAP GUI and logfiles:

Run command line as admin_ASAP

ASAP Configurator - Summary Use this application to create / edit an ASAP shortcut (eLnk).
See the manual for more information
1. Select application, path and parameters

g Expand Zenvironment variables. in
Application:

parameters at runtime
[ Dont check  the app is present on this

system

Parameters

2. Enter credentials used to start the application
Domain: Usemame: Password Repeat password: i
— EE T  m O

3. Advanced options and securty settings
¥ Use a checksum to to prohibit easy application spoofing

Size: 289792 Version: 10.0.19041.1100 (WinBuid. 16010
Company: Micros

Conver the applcation startup path to be a relative
path felative to the shortcut location. € . . \app exe)

Restrict access to this el
|

[ Execute this shortcut only once per computer (e.g. for
to certain users / groups

an initial corfiguration)

@ ES|IE

ask us

o -done -

Copy the .elnk file and use it as convenient.

Thank you for using our tool.

Click the arrow in the lower
selection.

right to confirm your

Optionally, enter a description for your ASAP link.
Here: "Run command line as admin_ASAP".

Click on the arrow at the bottom right to go to the
summary.

The complete configuration page (ASAP
Configurator - Summary) opens. Here you can check

all your settings again. Confirm the window with
"create shortcut".

Click OK to confirm that the .eLnk file was created.

The ASAP Configurator closes and the created

.eLnk file can now be found in the specified
location:

[ § B - | My ASAP Files x
PRI stat | Freigeben  Ansicht ~ @
A M BEex 1T g ®
- o
An Schnellzugriff Kopieren Einfdgen B =i Neuer Eigenschatten Auswahlen
anheften . Ordner - -
(o] MNeu Offnen
« © 4 || « DATADRIVET (E) > My ASAP Files v o "My ASAP Files" durchsuchen
A Name
s Schnellzugriff
$ cmdenk

Dokumente #
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User Account Centrol

Do you want to allow this app from an
unknown publisher to make changes to your
device?

ASAP_Wrapper.exe

Publisher: Unknown
File origin: Hard drive on this computer

Show more details

X Double-click the .eLnk file to start the specified
program with administrative rights.

Please confirm to the User Account Control that
"ASAP_Wrapper.exe" which is required for this
operation can be executed.

Yes Mo

B dmitraton C Pogram Fledackud ASAPUASAP Wiapper.axe

If you have followed our example, simply enter
"devmgmt.msc" in the open command line to start
the device manager with administrative rights.

You will see: There is no more message that
administrative rights are required. ©
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2.2 Direct Creation of an Administrative Link (without Wizard)

ASAP Configuration Wizard (1/6) If you activate the check box "Don't use wizard,

directly go to summary page" on the start page of the
ASAP Configurator - Information ASAP Configuration Wizard, you will be forwarded
Welcome to the ASAP elnk creation wizard! directly to the complete configuration page ("ASAP

ASAP shortcuts are used to start an application with Conflgurator ) Summary )

altemate admin credentials. These elnk links work like
nommal shortcuts, but they do have some advantages:

ASAP Configurator: Summary page

| ASAP Configurator - Summary

1. Admin Credentials are stored inside the .eLnk file.
This enables you to distibute the .eLnk shortcut with
Software Digtribution.

2. Security is builtin: Restrict access to users or groups
= ASAP links are flexible and secure

To use the new shortcut, simphy double-click: it.

Choose the wizard or proceed directly to the summary
page.

M Dont use wizard, directly go to summary page

figuraor - Configuration Start Pag

Make your desired entries on this page.

ASAP Configurator - Summary

After you have entered and checked all the required
information, you can create the administrative link
directly using the "create shortcut" button.

ve stored

E-\My ASAP Files\VisualStudio sLnk. "
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2.3 How to Adjust an Existing Administrative Link

If you want to change the settings of a created .eLnk file later, start the ASAP Configurator and click on
"Open .eLnk file" and select the file to be changed.

You can make the required adjustments via the "ASAP Configurator - Summary" window. For security

reasons, you have to re-enter the password of the administrative user again before you can save the

changed .eLnk file.

ASAP Configuration Wizard (1/6)

ASAP Configurator - Information

Welcome to the ASAP elnk creation wizard!

ASAP shortcuts are used to start an application with
altemate admin credentials. These elnk links work like
normal shortcuts, but they do have some advantages:

1. Admin Credentials are stored inside the .eLnk file.
This enables you to distibute the elnk shortcut with
Software Distribution.

2. Security is builtin: Restrict access to users or groups
=> ASAP links are flexible and secure

To use the new shortout, simphy double-click: it.
Choose the wizard or proceed directhy to the summary
page.

B Cont use wizard, directly go to summary page

COpen elnk Start

ASAP Configuraior - Configuration Stari Page

ASAP Configurator: Summary page
ASAP Configurator - Summary Use this application to create / edit an ASAP shortcut (elnk).
See the manual for more information

1. Select application. path and parameters:

o Expand %environment variables® in

Application: - parameters at runtime

i g Dok check fthe app s present onthis
system

Parameters

Start in

2. Enter credentials used to start the application
Domain: Repeat password: i

~ W Donthide

Usemame: Password:

W admin_ASAP

3. Advanced options and securty settings

¥ Use a checksum to to prohibl easy application spoofing 1
Size: 289792 Version:  10.0.19041.1100 (WinBuid. 16/
Company: Microsoft Corporation

Restrict access to this eLnk file :
to certain users / groups:

Convert the application startup path to be a relative
path {relative to the shortcut location, € g. ..\app exe)

@ Execute this shortcut only once per computer (e.g. for
an initial configuration)

4. Specify where the new shortcut should be stored

E:\My ASAP Files\cmd.eink -

Path to corfiguration file (.eLnk)

5. Description
Enter a short description for this .eLnk (max. 100 characters). The text will be displayed in ASAP GUI.

Run command line as admin_ASAP

Licensed]
License agreement

o As of ASAP version 2.8.5.0 you can also right-click an .eLnk file and open it for editing using the
"Import in ASAP Configurator" command:

[&=] Pictures

“ v « Local Disk (C:) » ProgramData » askus » ASAP v | D Search ASAP yel
[ Desktop A ™ [ Name Date medified Type Size
¥ Downloads § o aimaananasa  Automatic Admin.. 1KB
Documents o Open
-+ Import in ASAP Configurator

M ©ram vasitl Wi i Moo dar

i If you save a modified .eLnk file under the same name and path, ASAP automatically creates a

backup copy of the old version:

B B - | My ASAP Files
Datei Start Freigeben Ansicht -~ 0
= - Iy B
# B Orwx 13 JIC
= = - B .
An Schnellzugriff Kopieren Einflgen . q Meuer Eigenschaften Auswihlen
anheften . Ordner o o
Zwischenablage Organisieren MNeu Offnen
« v P <« DAT.. » MyASAPF.. v | D 2 "My ASAP Files” durchsuchen
~
A Name
3 Schnellzugriff
' cmd.elnk

Dokumente #
& Downloads  #
[&=] Bilder -
[ DieserPC

4 Elemente

Flash Player 24 » <«

|| emd.eink_20200304-010919.0ld
[] emd.eink_20200304-114115.0ld
[} emd.eink_20200304-123911.cld
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2.4 Restricting Access to Administrative Links to Certain Users or Groups

(ASAP for Enterprise)

In certain scenarios it may be desirable that not every user is allowed to run a certain administrative
link. If you have licensed the Enterprise version of ASAP, proceed as follows:

Advanced options (4/6)
Configure advanced options

Cptions for advanced users:

Dont change these options. if you are not sure, or read the manual for additional
information.
- Add a checksum to the shortcut to aveid spocfing.
(Spoofing = ancther application is started instead). Default: CHECKED
- Restrict access to this shortcut (/w license only).
- Convert the application path to a relative path. Default: NOT checked.
- Execute this application only once per PC. Default: NOT checked.

Recommendation: No changes.

groups:

Convert the application startup path to be a relative path (relative
to the shortcut o )]

his shortcut only o r computer (e.g. for an initial

ation)

Add groups that are allowed to use this _elLnk shortcut
Provide group names that are allowed to use t
ain and group name, th add an entry.

1 entry, select it in the list and click %" to remove it.

DL Aame

’ lomain

Information: You cannot add local group names or wildcards.

cancel

askuz \ASAP_User

Infermation: You cannct add local group names or wildcards.

cancel

Start the wizard.

In Step 4/6, enable the checkbox next to "Restrict
access to this .eLnk file to certain users /
groups".

You will then see two icons that allow you to restrict

access either to
Groups H

Click on the appropriate icon.

Users

Select the domain that should be used. The
domain(s) shown in the list are dependent on your
license.

Enter the desired user or the desired group (here in
the example the group "ASAP_User").

Click on the green "plus" icon to add a group (or
user).

Confirm your selection with the "commit" button.

Proceed as usual with the creation of the

administrative link.
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ASAP Configurator: Summary pag

ASAP Configurator - Summary Use this application to cre n ASAP shortcut (eLnk).
nual for mors information

1. Select application. path and parameters

Expand %environment varizbles™. in
[ IR C:\Windows \System32\cmd exe W ™ parameters at nntime
3 g Don check ifthe app s presert on this
Parameters: parameters. system

2. Enter credertials used to start the application:
Domain: | o Password: Repeat password: i

W Dont hide

3. Advanced options and secury seitings
Use a checksum to to prohibit easy application spoofing |
Size: 280064 Version: 10.0.18362:656 (WinBuld. 160101 on
Company: ~ Microsoft Comportion
Restrict accesstothis elrkfie % & Execute this shoricut only once per computer (e.g. for

i
to certain users / groups: i aninitial configuration)

Convert the appiication startup path to be a relafive:
path frelative to the shortcut location, e.g. ..\app exe)

4. Specily where the new shortcus: should be stored

Path to configuration il (Lnk) E:\ly ASAP Fles'vestricted_cmd ek &Y

5. Description
Enter a short description for this eLrk (max. 100 characters). The text wil be displayed in ASAP GUI

emd restricted to members of the ASAP_User group
Licensed]

License agreement

@ when creating the restriction, ASAP does not
check whether the specified user or group
actually exists in the Active Directory. Only when
the administrative link is executed is checked
whether the executing user has the appropriate
authorizations. If he is not authorized, he
receives the message "User is NOT a legitimate
user" and the execution is aborted.

If you would like to change existing restrictions, you
can do this at any time by opening the existing .eLnk
file for editing as usual.

Li Y you want to remove existing restrictions, it is
not sufficient to remove the check mark in front
of "Restrict access ...". You must first remove the
specified users or groups by clicking on the
corresponding user / group icon.

Remove registered users / groups with the red "X"
and confirm with the "commit" button".

Add legitimate groups

Add groups that are allowed to use this _elnk shortcut
Provide group names that are allowed to use this ASAP shortcut.

Enter a domain and group name. then click "+'ta add an entry

To delete an entry, select it in the list and click %'to remove it.

groups:
Select domain Thpe group name

Information: You cannot add local group names or wildcards.
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2.5 Usage Examples

ASAP always expects an .EXE file as an executable application. This is the simplest application, in
which usually nothing else needs to be taken into account. You simply refer to the corresponding
application, and if your application is to be started with certain parameters, add these in the
"Parameters" section:

1. Select application, path and parameters:

Application: C:\Program Files‘askus’CHIPYCHIP exe

= == adminmode]

@ uniike the application, which must be specified without quotation marks, you should always put the
required paths in quotation marks for the parameters to be on the safe side. If the path contains
any spaces they are mandatory.

How can other scripts or installation files be started via ASAP?

Other file types than .EXE files cannot be entered directly as "Application:", but must be given as a
parameter for the associated .EXE that can be executed via an eLnk file.

This is explained in the following usage examples. Learn how to run the following file types using
ASAP:

e Windows Installer - .MSI

e PowerShell Script -.PS1

e VB Script Files - .VBS

e Batch Files - .BAT or .CMD
e Microsoft Management Console Snap-ins -.MSC

Our examples will be limited to the relevant information each:

1. Select application, path and parameters:

Application: <path to application exes -

1

Farameters: [EEEEEES

Configure all other parameters as described in Chapter 2.1.

ATTENTION: ASAP only checks the checksum of the specified .EXE file. If you specify a script as a
parameter, it will not be checked for changes. If you want to make a script available to your users via
ASAP, you should ensure that they are not authorized to change the content of the script. The easiest
way to do this is to make the script available via a network drive on which the users only have read
access.

2.5.1 Usage Example 1: Installing a .MSI

C:\M\Systemmlsienec.exe Refer to msiexec.exe under "Application":
C:\Windows\System32\msiexec.exe
ﬁ"C:\.Installers\t&stmsi" | Enter the following in the "Parameters" field:

/i [Path]\[InstallerName]
In the example: /i "C:\Installers\test.msi"

°ask:us
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2.5.2 Usage Example 2: Running a .PS1

o g CWindowsSystem 32y Windows PowerShell
‘wl.0hpowershell exe

=R executionpolicy bypass "C:\Scriptsitest ps1"

2.5.3 Usage Example 3: Running a .VBS

I@E'E\Sﬂiﬁs\t&d.msﬂ I

Refer to the powershell.exe under "Application™:
C:\Windows\System32\WindowsPowerShell\v1.0\
powershell.exe

Enter the following in the "Parameters" field:
-executionpolicy bypass [Path]\[ScriptName]

In the example: -executionpolicy bypass
,C:\Scripts\test.ps1”

Refer to the wscript.exe under "Application":
C:\Windows\System32\wscript.exe

(Alternatively, of course, cscript.exe can also be
used.)

Enter the following in the "Parameters" field:
[Path]\[ScriptName]
In the example: "C\Scripts\test.vbs"

2.5.4 Usage Example 4: Running a .BAT or .CMD

C:\Wndows\System32\nmd_exe

e

2.5.5 Usage Example 5: Running a .MSC

e e il | G\ Windows '\ System32ymmc. exe

"C:\mndows\S}'stemZﬂ\sewioesmsc"

Refer to the cmd.exe under "Application":
C:\Windows\System32\cmd.exe

Enter the following in the "Parameters" field:
/C [Path]\[ScriptName]

In the example: /C "C:\scripts\test.bat"
(Running a .cmd file works in the same way.)

Refer to the mmc.exe under "Application":
C:\Windows\System32\mmc.exe

Enter the following in the "Parameters" field:
[Path\[MSCname]

In the example:
"C:\Windows\System32\services.msc"
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3 ASAP GUI

All available .eLnk links can be displayed in one central window via the ASAP GUI. The individual
applications can be started here very simply by double-clicking.

Thus, the ASAP GUI allows preconfigured .eLnk files to be made centrally available to the users (e.qg.
via a network drive).

ASAP GUI

ASAP GUI - start your applications with admin rights!

Add locations where your .eLnk files are stored and
double-click an item to run it with the credentials specified v290.2

.eLnk Name

APP NEW elnk
APP elnk

Description
Run App only once
Run App only once
Run certutil

Accessibility

askus'\as; askus‘\admins
askus'as; askus\admins
ALL

Admin. Usemame

A\admin_askus
A\admin_askus
Aadmin

Application

CAAPPV\APP exe
C:\APP\APP exe
C:\Windows\System32\c.

certutil.eLnk
cmd elnk Run command line as adm... askus\as; (no groups)

ANadmin_ASAP C:\Windows\System32\c...
C\APP\APP exe
C:\Windows\System32\n..
Npowershell exe
C:\Windows'\SystemApps....
C:\Program Files\ToolMan...
C:\Program Files\Visual St...

A\admin_askus
JMadmin_as
Madmin_as
askus‘\admin_as
askus\admin_as

Run App only once ALL
Test ASAP: Start notepad ... ALL
Start PowerShel as admin... ALL
Run a system application ALL
Execute ToolManager ALL
Start Visual Studio as admin ~ ALL

Legacy.elnk
notepad elnk
PowerShell elnk
SystemApp elnk
toolmgr.eLnk
vstudio eLnk

askus‘admin_as

You can use the provided symbols to perform the following actions:

- Start ASAP Configurator to create / change .eLnk links

(’ - Refresh the view

- Add additional .eLnk storage locations (locally or on the network)

- Exit ASAP GUI

- Show the meaning of the different colors

alE B
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3.1 Adding Storage Locations to ASAP GUI

el & Start ASAP GUI and click on the "Add" symbol:

ASAP GUI - start your applications with admin rights!

Add eLnk file locations Click the "plus" icon to add .eLnk files from any
location.

to search for _eLnk files
-no keys defined - I

@ vou can also do the following here:

Remove selected storage
locations

ﬁ Return to ASAP GUI without any
changes

Select the desired folder and confirm with OK.

Add your personal location, where you want us

Ordner suchen

Select a folder that contains eLnk files,

Li O necessary, repeat those steps for each

I Desktop location that stores .eLnk links that you want

> @ OneDrive to add.

> & Angela Stephan

> I Dieser PC

> 4 Bibliotheken

> ¥ Netzwerk

> [EB Systemsteuerung
& Papierkorb

ASAP

Add eLnk file locations Click on the "Save" icon to confirm your

selection:
Add your personal location, where you want us

to search for _eLnk files

E:\MyASAPFiles
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Confirm the message that the file has been
saved with OK.

0 Locations have been saved succesfully.

Please click on the REFRESH icon to refresh the list of
available .eLnk files.

& Select the "Update" icon to display the added

ASAP GUI - start your applications with admin rights! .eLnk links:

Add locations where your elnk files are stored and
double-click an item to run it with the credentials specified

elrk Name Descrption Accessibity Admin Usemame Apphcation i

o You will now see all files that are available in the
ASAP GUI - start your applications with admin rights! Specified location.

Add locations where your .eLnk files are stored and
double-click an item to run it with the credentials specified v2902

LiJ ASAP GUI always shows all .eLnk links

_elnk Name Description Accessbity Admin. Usemame Application |

APP NEW eLnk Run App only once. ‘askus\as; askus\admins \admin_askus C:\APP\APP exe i i 1

APP eLnk Run App only once askus\as: askus\admins \admin_askus C\APP\APP exe avallable In a Storage Iocatlon . If you do nOt
certutil eLnk Run certutil ALL \admin C:\Windows\System32\c. 1 H H

e e e T CMeon Spimne want to see certain links in the GUI, they
Loorelk  Rndporyeme AL ki sskun PP o must be removed from the storage location
notepad.eink Test ASAP: Start notepad ALL \admin_as C:\Windows\System32\n. . . .

PoverShel ok St Powerhel as v ALL e 20 Vowenbelexs or given a different ending there.

SystemApp elnk. Run a system application ~ ALL askus\admin_as C:\Windows\SystemApps.

toolmgr eLnk Execute ToolManager ALL askus\admin_as C:\Program Files\ToolMan...

wstudio elnk Start Visual Studio as admin ~ ALL askus\admin_as C:\Program Files\Visual St

< 5

¢ You can start the individual programs directly
ASAP GUI - start your applications with admin rights! from the GUI by double-clickin g.

Add locations where your .eLnk files are stored and

double-click an item to run it with the credentials specified v2.902 TO ex | t the ASAP G U I , CI |C k on:

elnk Name Description Accessbilty Admin. Usemame Application 1
APP NEW elnk Run App only once askus\as; askus\admins \admin_askus C\APP\APP exe

APP eLnk Run App only once askus\as; askus\admins \admin_askus CAAPP\APP exe m
certutil_eLnk Run certuti ALL \admin C:\Windows\System32\c

emd eink Run command line as adm... askus\as: (1o groups) \adimin_ASAP C:\Windows\System32\c.

Legacy elnk Run App only once AL \admin_askus C\APP\APP exe

notepad eink Test ASAP: Start notepad ... ALL \admin_as C:\Windows \System32\n

PowerShell eLnk Start PowerShell as admin...  ALL \admin_as \powershel exe

SystemApp elnk Run a system application AL askus\admin_as C:\Windows\SystemApps.

toomgr eLnk Execute ToolManager AL askus\admin_as C:\Program Files\ToolMan...

vstudio eLnk Start Visual Studio as admin ~ ALL askus'\admin_as C:\Program Files\Visual St

< >
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3.2 ASAP GUI Colors

ASAP GUI

ASAP GUI - start your applications with admin rights!

Add locations where your .eLnk files are stored and
double-click an item to run it with the credentials specified

_eLnk Name Description

APP NEW elLrk Run App only once

APP elnk Run App only once
certutielnk Run certutl

emd sink Run command line as adm.

Legacy elnk Run App only once
notepad enk Test ASAP: Start notepad
PowerShell eLnk Start PowerShel as admin
SystemApp eink Run a system application
toomgr eLnk Execute ToolManager
vstudio elnk Start Visual Studio as admin

<

Accessbilty

askus\as; askus\admins
askus\as; askus\admins
AL

askus\as: o groups)

ALL
ALL
ALL
ALL
ALL
ALL

v2502

Admin. Usemame
\admin_askus
\adimin_askus
\admin
\acimin_ASAP

\admin_askus
\admin_as
\admin_as

askus\admin_as

askus\admin_as
askus\admin_as

Application

CAAPP\APP exe
C\APP\APP exe
C:\Windows\System32\c.
C:\Windows\System32\c.

C\APP\APP exe
C:\Windows \System32\n.
\powershell exe
C:\Windows\SystemApps.
C:\Program Fies\ToolMan...
C:\Program Files\Visual St

- GREEN = OK

- RED = corrupt
- VIOLET = legacy file

- BLUE = restricted to users/groups

Infomation about the colors of the table rows:

°ask:us

Click on the "rainbow" icon on the right to see
the meaning of the different colors of the rows:

GREEN = .eLnk file is OK

BLUE = Access has been restricted to certain
users or groups (feature is only available in the
Enterprise version)

RED = .eLnk file is corrupt
= old ASAP file in .ECF format
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4 ASAP FAQ - Frequently Asked Questions

Below we have listed some frequently asked questions and answers, some are decisive for the
purchase, others may come up during operation.

Does the account specified in ASAP Configurator necessarily have local admin rights?

2. Does the account specified in the ASAP Configurator have to be a Domain Administrator?

Must the file extension .eLnk be registered by the system, or can ASAP also be used with the
command line?

Can all applications be started with ASAP administrative credentials?

Can ASAP also be installed on a Terminal Server?

Can ASAP start applications directly from a network drive?

Why do | get a security warning when | start an application from a network drive via ASAP?
Can ASAP itself, i.e. ASAP Configurator, be started from a file share?
Can ASAP .eLnk files (administrative links) be run from a file share?

© ©® N o g &

10. How does ASAP transfer the administrative credentials transfer to Windows, is it using a
service?

11. What are the ASAP components, and how do they work together?

12. What has changed in ASAP versions? (change history)

1. QUESTION: Does the account specified in ASAP Configurator necessarily have local admin
rights?
ANSWER:

Yes. The purpose of the tool is to provide an admin account (ASAP = Automatic and Secure Admin-
Credentials Provider).

¢ In addition, the account must have the rights that it needs to execute the specified program.
Usually. however, local admin rights are sufficient here.

e Due to the functionality of the tool, the account specified in ASAP Configurator will start
another process with alternative rights (“impersonation”). For this, the Windows operating
system requires elevated rights, which are per se available for admin accounts.

e Theoretically, it would be possible to assign the corresponding set of rights to a “normal”
user, but this is very complex and against the Windows security model. As a result, the
account used in ASAP Configurator must have local admin rights.
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2. QUESTION: Does the account specified in the ASAP Configurator have to be a Domain
Administrator?
ANSWER:
No. It is sufficient to use an account who has local admin rights.
e However, one conceivable exception would be if the application itself, that is started via
ASAP, requires domain admin rights.

3. QUESTION: Must the file extension .eLnk be registered by the system, or can ASAP also be
used with the command line?
ANSWER:
ASAP can also be used without the file extension. It's just more comfortable.

e The link only extends the "knowledge" of Windows how to open an .eLnk file.

e To run ASAP manually, just add the following parameters: (please replace information in
<...>)

<Path to ASAP.exe>\asap.exe <Path to .eLnk file>\<FileName>.eLnk
4. QUESTION: Can all applications be started with ASAP administrative credentials?

ANSWER:

As good as all of them. ASAP Configurator expects an .EXE file as application. But with the
"Parameters" option, applications such as .MSlI, .BAT, .CMD, .PS1, .VBS, .MSC and others can be
easily started (see case studies in chapter 2.5).

e However, applications that rely on the ability to write information to the profile of the currently
logged-on user cannot be run via ASAP. They would write the information to the wrong
profile, namely the profile of the administrative account stored in the .eLnk file. In those rare
cases, ASAP will unfortunately not work.

5. QUESTION: Can ASAP also be installed on a Terminal Server?

ANSWER:
Yes. You can also use ASAP on a Terminal Server. In this case, you need one ASAP license per
Terminal Server CAL.

6. QUESTION: Can ASAP start applications directly from a network drive?

ANSWER:

Yes. ASAP can also start applications over the network. However, you should use UNC paths to
run an .EXE from a network drive, e.g. \MyServer.fgdn\Apps\MyApp.exe. If possible, do not use
drive letters.

e How to add an application with UNC path to ASAP Configurator:
ASAP Configurator: Summary page

ASAP Configurator - Summary UUse this application to create / edit an ASAP shortcut (elnk).
See the manual for more information.

1. Select application, path and parameters:

~ Expand %environment varables % in
e ey My Server fadn'\Apps My App exe - parameters at runtime
i ] Dont check if the app is present on this
Parameters: <parameters: system

o Please remember that the user account stored in the ASAP .eLnk file requires appropriate
access rights to the specified application, including its path. In an enterprise environment,
this will be a domain user (requires ASAP for Enterprise).
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o If you want to test whether the application can generally be started with the user account
specified in ASAP, you can do this e.g. with the help of the PowerShell: Either log in as this
user or execute powershell.exe via the RunAs command, providing the credentials of this
user.

Start the application via PowerShell. If this command works, the application can also be
executed over the network using ASAP:

e If an application absolutely needs a drive letter, you must use a script, which first connects
the file share to the desired letter, and afterwards starts the application from this drive. The
background to this is that any drive letter is permanently associated with the user's
credentials. Thus, you must first make the drive available to the user who is stored in the
ASAP .eLnk.

If you want to know how to execute scripts via ASAP, you can find various case examples
in chapter 2.5 of this manual. But note: It is important that you protect your scripts against
unauthorized changes, granting appropriate permissions.

7. QUESTION: Why do | get a security warning when | start an application from a network drive
via ASAP?

ANSWER:

Windows Security may block the execution of an application from the network drive. This has nothing
to do with ASAP but with Windows. Allow Windows to run this application:

e Control Panel / Internet Options / Local Intranet / Sites / Advanced / Add
and / or

¢ Add Windows Defender exception for the network drive (UNC path or drive letter AND
UNC path)

8. QUESTION: Can ASAP itself, i.e. ASAP Configurator, be started from a file share?

ANSWER:
Unfortunately, no. ASAP requires a local installation.

e The background is that the ASAP wrapper is started by the ASAP.exe with alternative
credentials. This leads to a second connection between the PC and the server with
additional credentials. Unfortunately, LAN Manager / Windows network cannot handle this.

e The following test shows that it is not possible (by design of Windows):
D} B

ure Admincredential Provider - hello!

.. using logf s ppData\Local\Temp P.1
S ps ("*') have the ri

scrip:
ath: Z

ERROR Taunching application (with UAC + wrapper)

The directory name is invalid

ERROR while executing the application c:\windows\notepad.exe
using account adm_ASAP

PS Z:\>

Home Share
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9. QUESTION: Can ASAP .eLnk files (administrative links) be run from a file share?

ANSWER:
Yes. .eLnk files can be run from any path.

e Storage on a file share has the advantage that the links can be managed at a central
location.

e However, the installation on a file share has the disadvantage that the security function of
the local checksum cannot be used, because usually locally installed programs are
executed.

e This disadvantage can be compensated by granting the users read-only permissions to the
file share.

10. QUESTION: How does ASAP transfer the administrative credentials transfer to Windows, is
it using a service?

ANSWER:

ASAP does not contain any constantly active components, that is, no service, no tool in the system
tray or other, constantly running applications. The credentials are - according to the current state of
the art - encrypted with .NET mechanisms using 256-bit algorithms and saved in the .eLnk shortcut.
They are only used when ASAP is started to run the external application.

The ASAP functionality can be compared to a Windows shortcut (.Ink / shortcut):

e A Windows Shortcut (.Ink) contains the path and the name of the application to be started
as well as the parameters to be used for the start. Optional parameters for Windows
compatibility, screen resolution, etc. supplement the basic information. Windows shortcuts
can be read with a text editor.

o With ASAP Shortcuts (.eLnk - [e stands for encrypted]), the basic information (name, path,
parameters) is also included. In addition, it contains information concerning the
administrative account that is used for the start of an application, including username and
password, as well as information who can use this shortcut, and some security information
such as checksums, etc. However, the content of the .eLnk file is encrypted and cannot be
read with a simple text editor.

e Double-clicking an ASAP .eLnk shortcut automatically starts ASAP.exe, which decrypts the
content, checks whether the logged-in user has permissions to use the shortcut, and then
starts the application with the alternative rights, taking the UAC into account.

e The decrypted credentials will be loaded to the computer's main memory at the start of
ASAP and removed as soon as ASAP terminates (after ca. 10 seconds).
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11. QUESTION: What are the ASAP components, and how do they work together?

ANSWER:

Good ;-) The following picture illustrates the interaction of the ASAP components:

How ASAP works...

(al Create/edit ASAP elnk links

[
ASAP_Configurator +
ask:us internal = Trouble Shooting tool
-
ASAP_Dump_ECF «

ASAP is o development code name. Informatian in this
document might change withaut further notice.

Information of this docurment is strictly confidentiol and
intetlectual property of ask:us GmbH, Minster, Heifbron,
You may not use, publith or dittribute this document withaut
allowance. © 2010 - ... ask:us gmbh

ASAP.askuslicense

Several locations with &

ask:us ASAP Suite — Functional Overview

. o]
ASAP_GlUlexe b @%

pre-configured .elnk files, - User@customer
local, or on natwork shares & {b) Display + execute pre-canfigured .elnk files
A
Customer application to be started
with admin credentials
- » Application.exe
Application Details:
* | application.exe Parameters
- Parameters ‘
+ | Path to application n
+ | Bomain\Username
+ | Password
* g hecknn UAC wrapper starts
v

application.exe with

<Shortcut Name>.elnk e UAC support

o
b=
A A g —  ASAP_wrapper —
.elnk registered in HKCR 13 i
Y Y = 05 = Vista or
w8 Windows 7, 8.x,
5 Windows 10
ASAP.exe ar later

Impersenation as admin

Starts application.exe with

alternate credentials core nSAP components

©2010-... by ask:us ™ GmbH
-CONFIDENTIAL-
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12. QUESTION: What has changed in ASAP versions? (change history)
ANSWER:
The respective changes are documented in the change history.

v2.9.0.x

+

Remove bug when .eLnk file information is empty (e.g. due to missing rights)

+ Convert ASAP_UACWrapper to c¢# and use named parameters

+ Add a class to support named parameters + mnew Syntax command line in ASAP
Configurator: -file <> | -? | -skipwizard

+ Starting ASAP_Configurator with -SkipWizard option only opens a empty summary
page

+ Use named parameters in ASAP GUI

+ Review GUI design in Configurator and GUI

+ Remove ASAP Dump ECF from ASAP Suite

+ Adjusted name of class to ASAP_SUITE (instead of ASAPSUITE) in all apps

+ .elnk files have an additional line: WorkDir, and the worksdir is supported in all ASAP
components

+ Adjusted number of lines for versions 2.8 and earlier and 2.9 to provide compatibility for
legacy elnk files: v2.9 can open v2.8 and older, but older versions cannot open new files

+ No change in license handling: Also v2.9 cannot be restricted to just one version

+ Add a field for working directory in elnk, and support for working directories in all
components

+ Check if re-opening an eLink file with restrictions to a username and then disabling the
restriction also deletes the Username restriction (Test OK am 21.1.)

+ Preparations for ASAP v3
(+) remove all references to ASAP_Config.ecf completely (comment only => the idea is
the basic stock for GPO support)

+ Removed time wait after "press any key" in ASAP.exe and shortened to 5 secs

+ Removed ASAP.exe /silent and -silent parameters, as well as -help /help /? and updated
help text

v2.8.5.0

General / all executables

+

+ o+ o+ o+t

Added code to be able to encrypt / decrypt empty and NULL strings into the elnk file
Added Change Log (this file)

Added structure for license data

Completely revised Decryption algorithm

Integrated GARDEN _classes for Client, server, rules, request and license

Minor corrections in spelling

Removed 'old' code signing certificate

Added version display and license hint in ASAP

ASAP_CONFIGURATOR

+
+

added option to load a file at startup (but start with wizard anyways)
added switch -SkipWizard
= Command line possible: ASAP_CONFIGURATOR.EXE -SKIPWIZARD "Filename
to open.elnk"
= New command line switch allows right-click on .eLnk file: “Import in ASAP
Configurator” when the latest MSI Installer I used
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v2.8.4.0
+ Change log has been restarted after the first official release of ASAP on the home page
+ For previous entries, please contact the developer team
'Version History
'v1.0.0.0 first version, working
'v2.1.0.0 new version to homogenize ASAP versioning (Sep 2011), changed key
'v2.2.0.0 new key, homogenized versioning, GUI updates
'v2.7.1.0 Modified ASAP Dump ECF to include Keys to decrypt GARDEN
'v2.8.0.0 New certificate valid until 2018
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